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List of abbreviations
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OER = Open Education Resources
VLE = Virtual Learning Environment
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1. Rational behind the guidance

The NETCHEM project has set a clear goal to enhance the quality of analytical techniques
education in partner countries (PC), Serbia and Albania. The project priorities were to
establish good use of Open Educational Resources (OER) in majority of chemistry courses
that incorporate teaching of the use of analytical instrumentation and its application, but
also to introduce Web Accessed Remote Instrumental Analytical Laboratories (WARIAL)
networking for practical courses.

This Guidelines for setting Web Accessed Remote Instrumental Analytical Laboratories
(WARIAL) networking for practical courses utilizing web conferencing software describes and
proposes the methodology for choosing the appropriate Remote Desktop Control software
and Video Conferencing system as well as appropriate hardware. But also, this guideline
serves as a starting point in setting pedagogical framework for instrumental analytical
experimental courses.

The WARIAL network in the context of NETCHEM network is defined indicating which
institution from NETCHEM consortium will provide analytical instruments for web based
remote access. Also, it defines institutions that perform remote consultancy, remote training,
and/or interactive problem solving. Those institutions have several courses at MSc and PhD
level of study with this WARIAL component implemented into their curriculum.

Besides those courses offered to students through their formal education, NETCHEM
consortium develops several courses through Life Long Learning concept. This NETCHEM
professional development courses comprise experimental problems set by stakeholders.
WARIAL for this context is implemented in a way to solve chemical analytical problems in
collaboration with the analyst during the analysis of the sample allowing the problem owner
to “look over the shoulder” of the analyst, exchange ideas with the analyst about the strategy
and the results during the analysis and invite additional remote experts to assist in the
interpretation of the data during a session.

2. Guidelines for courses publishing by WARIAL

Guidelines presented here are developed through NETCHEM project and define some points
for adoption and implementation of WARIAL in teaching of students. They should not be used
as a golden standard but rather modified and adopted by recipient institutions according to
their needs.

This Guidelines is also intended to serve as a strategy for implementation of remotely
accessible analytical instruments within one institution, but also externally with some other
institutions. Also, it is intended to be used by institutions that would like to join the NETCHEM
'
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community and became an integral part of NETCHEM network of remotely accessible
analytical instruments.

Prerequisites for successful implementation of these guidelines are training sessions on the
use of Team Viewer and Skype for business. This document contains Annex 1, for setting up
and use of Team Viewer.

Remotely Accessible Analytical Instruments allows researchers and students to access and
control their analysis out of their laboratory, in the classroom, or even at home.

NETCHEM network of remotely accessible analytical instruments lowers the barrier-to-entry
and enables instructors to deliver authentic educational activities for students.

The NETCHEM program engages the technicians, technologists, engineers, educators and
scientists with a connection to experts and tools in labs at institutions where cutting-edge
research is being performed.

The usage of this option in publishing courses for Higher education institutions or Continuous
development courses entails the need for introduction of appropriate pedagogical view in
application of remote access. There are a lot of different pedagogical scenarios in which this
remote access can be accomplished, like the instruments can be controlled by Internet in
real-time and with the assistance of an experienced analyst advising students over video
conferencing software, or without the option of remote control of the instrument by
students but just providing remote communication of student with teacher located in
distance laboratory, showing the instrument or parts of it, presenting the experiment and
analysis by camera, headphones, microphone or by video conferencing option.

The following sections will give you a better idea of what are remotely accessible analytical
instruments and how to acquire access to instruments remotely.

A teacher interested to use instruments via NETCHEM platform can choose to post his
samples to some of NETCHEM institution to be analysed or can use samples that are offered
by institution acting as host institution for WARIAL. The following steps should be followed
to perform successfully a remote session:

1. Request a remote lab session through the list of partners with the instruments
provided to choose from by visiting our web site http://netchem-eu.com/home.html

2. Specify the day, the time and the instrument you are interested in by contacting
Remote Access contact person to set up a test run to ensure you are set up properly
and have the required WARIAL infrastructure.

3. Send samples to the Remote Access institution or verify the in-house sample you
would like to be prepared and loaded for characterization.

4. Specify the day and the time for Remote Access education meeting of your students
with host institution.

NETCHEM 7
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3. Minimum WARIAL technical requirements — ideally should be developed
prior to start of the academic year

Key Components of the Remote Lab Site

= Analytical Instrument available for remote access

= Software licencing — TeamViewer 12

= Lan Network: Routers (Router 10 Gbs fiber optics + 25 PORT LAN Allied Telesis AT-
GS924MX-50, Gigabit Ethernet Managed switch with 24 ports 10/100/1000T Mbps, 2
SFP/Copper combo ports, 2 SFP/SFP+ uplink slots, single fixed AC power supply; WI-FI
Router 802.11 ac standard, D-Link DIR-809, AC750 Dual-Band

= Gimbal stabilizer (DJI Osmo Mobile 3-Axis Handheld Stabilizer for Phone Camera
(drivers for Android & iPhone)

= LED lighting reflector (max. height 200 cm, two LED reflectors)

Key Components of the Remote Classroom site

= PC Monitor 22” (Display diagonal 21,5 — 22" Res. FULL HD 1920x1080, ports:
HDMI/DVI, with HDMI/DVI cable),

= PCdesktop mini ITX (Intel CPU LGA1151 Intel® Celeron® Dual-Core G3900, 2.8GHz BOX
14nm; AMD 'APU FM2 AMD A6-6400K, 3.9GHz/ Radeon™ HD 8470D or better
GIGABYTE MB - SOCKET 1151 - GA-H110N, 8GB RAM, 256 GB SSD, USB 3.0, LAN, Audio,
USB 2.0, HDMI & DVI, mini ITX case, 56x220x200 mm

= Multi-device keyboard and mouse (Wireless Bluetooth) (Keyboard LOGITECH K780,
K480, K380, Mouse LOGITECH Thriatlon)

= PCHeadphones (WIRED: MICROSOFT LifeChat LX-3000, USB 2.0; WIRELESS: Bluetooth
connection, on-ear or over-ear, with microphone, foldable, Near Field Communication
(NFC), e.g. SONY MDR-ZX220BTB, Bluetooth black)

= WEB Cameras (720p — Logitech C270; HD 720p middle class, USB compatible with
Skype and Win 10; 1080p Full HD — Logitech €922 Pro stream USB, HD Web camera
higher class Full HD 1080p at 30 fps & 720p at 60 fps st compatible with Skype and
Win 10)

= Convertible Laptop (2-in-1) Microsoft Surface Pro 12.3 i5 8Gb 256GB Multi-Touch
Tablet 2017 Model (12.3" 10-Point Touch Display, 2736 x 1824 Screen Resolution,
Windows 10 pro, USB 3.0, Mini DisplayPort, microSD Slot, 2.6 GHz Intel Core i5-7300U
(Dual-Core) Weight < 1 kg, Keyboard + pen; Var 1: 8 GB, 256 GB SSD; Var 2: 4 GB, 128
GB SSD),

= LCD TV 55” (Display diagonal 55” Full HD 1920x1080, USB, HDMI),

= Screen for Video beam — projector (Diagonal min. 250 cm),

=  Wireless display Adapter MIRACAST (Microsoft) Wi-Fi CERTIFIED™ Miracast®
technology, USB/HDMI, remote connection with a 23-foot range or more, Adapter
length: 103.5x22x11 mm, USB extension cable: 159 mm.
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= Presentation pointer (Logitech Spotlight presentation remote MS PowerPoint, Win 10;
Spotlight connects instantly via USB receiver or Bluetooth®. It’s plug-and-play on most
platforms and compatible with all popular presentation apps. Plus, it’s fully
rechargeable and boasts a 100-foot operating range.

= Video Conferencing System 1 (Logitech Group Video conferencing for mid to large-
sized meeting rooms: Camera, Speakerphone, Hub, Remote, Wall/Table Mount,
Expansion Mics)

= Loudspeakers (1. LARGE SCALE, passive: Wharfedale Vardus 400 Black Wood height
920 mm, 150 W, SPL 1W @ 1M 90 dB, 6Q; 2. SMALL SCALE, passive: Wharfedale
CRYSTAL 30.3 Black Wood height 365 mm, 60 W, 8Q; 3. SMALL SCALE, active (for PC)
Genius SW-HF2.1 1700)

= Audiovideo receiver (130 W per Channel; Bluetooth Audio / Wi-Fi®; 384 kHz/32-bit Hi-
Grade DAC; HDMI® 61In /1 Out; 4K/60 Hz / HDCP 2.2 / HDR; Powered Zone 2 and Zone
2 Line Out for Analog/Digital Audio Playback in Another Room

4. Pedagogical WARIAL communication characteristics

Here are some basic characteristics needed to be considered in defining type of scenario of
NETCHEM Remote access session:

e What is the purpose of remote access?

a. Educational —one side is better skilled than other
b. Consultative/research — both sides are of comparable skills/knowledge
c. Needed access to instrument or not

e What are main characteristics of the learning group:
a. What is the knowledge level of group?

b. What is the size of the group?
c. What is the number of the groups (in parallel)?

e What is the type of information exchange?

a. Group is dominantly receptive
b. Group is dominantly interactive

e What type of interactivity is achieved?
a. Single monitor/software interaction (A) only with the instrument -Team
Viewer, lecture is face-to-face; (B) or just Skype - No-way interaction with the
instrument (just audio video connection between participants)

b. Double monitor/software interaction (with the instrument and web
conferencing)

In order to provide better classification of all those different scenarios of remote acces, in the
Table 1, some basic characteristics of NETCHEM communication are summarised.
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The educational content that is presented to target group (students, researchers, teachers) is
also presented at the NETCHEM platform through some basic characteristics, that are
presented in Table 2.

Table 1. Characteristics selected for defining type of NETCHEM communication

Communication sides

participant’s/PC of instrument in

host side
laboratory/office
. participant’s/PC of instrument in
guest side .
laboratory/office
Communication software
Meeting: Yes/No
. Remote control: Yes/No
Team Viewer FyR— e I
eeting and Remote contro
. g Yes/No
simultaneously:
Call 1:1 Yes/No
Skype
Conference Call Yes/No
Communication hardware
on host side
on guest side
Information exchange type:
1. Educational (one side is dominantly receptive): Yes/No

Place of Educator participant: e le [/l
Number of educator(s):

Place of student participant: el e Y/ E3[e]2
Number of student participant(s):

2. Consultative (two sides are equal in giving-receiving

information): Yes/No

Number of host side participant(s):

Number of guest side participant(s):

NETCHEM 10



ERASMUS+ PROJECT
NETCHEM

Co-funded by the
Erasmus+ Programme
of the European Union

ICT Networking for Overcoming Technical and Social Barriers in
Instrumental Analytical Chemistry Education

a
NETCHEM

Table 2. Example of described educational element available as Open Education Resource at moodle
platform for performing WARIAL

DESCRIPTION OF THE EDUCATIONAL ELEMENT

Educational element title
Educational field
Level of study

Title of course in which Educational element is
implemented (lecture or lab exercise)

Title of teaching unit

Teacher

Target group (study program, year of study)

Educational objectives of educational element

Required preliminary knowledge and skills

Material available at Moodle platform for the
educational element:

- Type (.mp4/.avi/.ppt/.pdf/.doc/.jpeg ...):
- Size (MB):
- Used language in the material:

Remote access classroom-laboratory

DESCRIPTION OF REMOTE ACCESS

Replacing liner, septum and O-ring on GC/MS
Chemistry
Master academic studies

Environmental chemistry (lab exercise)

Detection of phthalates by GC-MS (lab
exercise)

PhD Tatjana Andjelkovic, prof.

Master Study Programme - Chemistry,
Module: Environmental Chemistry, 2nd year

In order to avoid chromatographic problems
regular maintenance of GC inlet is expected.
Demonstrator shows how to replace inlet

liner, septum and o-ring on Agilent 7890 GC.

GC-MS instrumentation & working principle
basics

Video clip (.mp4)
2 MB
English

Yes

1. NETCHEM COMMUNICATION SIDES

(NOTE: NETCHEM Communication is defined as event that iinvolves all kinds of internet
interactions (in real time and not in real time) between participants via devices (PCs, laptops,

tablets and mobile phones))

host side

participant’s PC in classroom

NETCHEM
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(NOTE: Host side of NETCHEM Communication
is defined as PC who invites other users to join
the session)

guest side

(NOTE: Guest side of NETCHEM . . , .
participant’s PC in laboratory
Communication is defined as PC who joins the

invitation to session)
2. COMMUNICATION SOFTWARE
Meeting: No
. Remote control: No
Team Viewer
Meeting and Remote control simultaneously:
No

Call 1:1: No
Skype
Conference Call: Yes
3. COMMUNICATION HARDWARE
on host side 1 PC for each participant
on guest side 1 PC, 1 headsets with microphone, camera

4. INFORMATION EXCHANGE TYPE
Yes

Place of Educator participant: guest side
Educational
S . . Number of educator(s): 1
(one side is dominantly receptive)

Place of student participant: host side
Number of student participant(s): 15

. No
Consultative

(two sides are equal in giving-receiving Number of host side participant(s): No

information) Number of guest side participant(s): No

All three types of information, above presented:

- Characteristics of NETCHEM communication
- Description of educational element
- Description of remote acces

are available at NETCHEM platform http://netchem-eu.com/home.html, and present the integral part of each
educational element offered through courses presented and available at NETCHEM Moodle platform
http://mdl.netchem.ac.rs/.
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5. Annex | - WARIAL via TeamViewer

WARIAL via TeamViewer

1. INTRODUCTION

TeamViewer is a software for computer remote control and desktop sharing, with additional
capabilities of web conferencing and file transfer. It is available for all major operating
systems, including Windows, Mac OS X, Linux, Android and Windows Phone 8. It is free of
charge for personal use, while one-time licensing fee is required for professional use.

2. INSTALLATION
The most recent version of TeamViewer can be downloaded from the website:

https://www.teamviewer.com/en/

The software can be started directly, without installation, which could be practical for
students that will occasionally attend online courses. For the host (within the context of
WARIAL: the computer used for instrument control), installation is preferable, especially if
the host computer is to be accessed frequently (for teaching purposes, business-related
remote control or technical support).

There are no special hardware requirements for running TeamViewer beside having the
broadband internet connection. However, for the best performance, the reasonably fast
computer (with multicore processor and a lot of RAM) is recommended. Large display with
high resolution is recommended to improve visibility. For direct communication
(audio/video), webcam and headphones with microphone are needed.

3. SETTING UP A MEETING (for Presenter)

The meeting function allows a host (hereby called the presenter) to present the content of
his screen to other participants (hereby called attendees) and, if needed, allow them remote
control of his computer. Up to 25 users can join a meeting.

To host a meeting, switch to Meeting tab in TeamViewer main window. In the Start meeting
area, click on Presentation.

NETCHEM 13
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Grerves . ===

Connection Extras Help Feedback

« Re itrol - 4% Meeting

Start meeting Join Meeting

Meeting ID
K %

Your name
Schedule meeting

o B )

Free license (nen-commercial use enly) - ercicdejan

i orcif:c!fsjan 5

® Ready to connect (secure connection)

TeamViewer Panel will appear, enabling control of the meeting:

TeamViewer x

Free license [non-commercial
use only)

m O W E ¥ L

> ¥ Participants (2) -

m35-504-106 o' 1.

|| ordicdejan (Presenter)

|| student1 &b ¥
b Audio -
» Screen sharing -
» File box -
b Video - studentl -
b Whiteboard | off | -

www.teamviewer.com

To invite attendees, click on green Invite... icon in Participants widget. If the invited
participant is in the contacts list (My Computers list), just click on their name. If not, they will

need to receive a Meeting ID (a 9-digit code, randomly generated for each session) via
phone/e-mail. Note that a session that is inactive for a prolonged period of time will be
automatically terminated, and a new one will have to be started, with new Meeting ID. Thus,
attendees should be prepared to receive the Meeting ID and join as soon as possible after
the meeting has started. If the meeting is planned, it is logistically better to use Schedule
meeting option in TeamViewer main window. The presenter can set the date of the meeting,
and Meeting ID will be generated immediately. This way, all the attendees can be informed
of Meeting ID well in advance, and prepare to join as soon as the meeting starts.

Presenter can temporarily block joining of participants (e.g. to take some time to prepare, or
to stop accepting new participants after the lecture has started) by clicking on padlock icon

in Participants widget.
'
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A list of all the participants will appear in Participants widget. Through this list, the presenter
can manage privileges of each attendee.

TeamViewer x

Free license (non-commercial
use only)

m % E Y

¥ Participants (2) @ -

m04-125-088 uf .

|| orcicdejan (Presenter)

| student1 & ¥
Send chat message... e
Edit name...
e
Assign as organizer
g g L
Assign as presenter
e
Allow control
| 2~
v Allow pointing =)
v Allow drawing Lo
¥ | Allow audio
v Allow video
v Allow chat
v

Allow file sharing

Remove participant

4. JOINING A MEETING (for Attendees)

If invited via presenter's contact list, an invitation message will appear. Simply click on Join
button to join the meeting.

.

orcicdejan - Join meeting

orcicdejan invites wou to participate in his/her meeting, Do you wank to join the
meeking now?

[ Jain ] |_Cancel (10} |

If invited via phone/e-mail, enter the provided Meeting ID, and some informative alias (e.g.
your name and/or institution) into Your name field, and click Join meeting.

Regardless of joining method, two windows will appear: the window with presenter's
desktop content (hereby called Screen Window), that is the center of all activities, and
TeamViewer Panel (that can be hidden or displayed anytime by clicking the icon on its left
side).
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5. MEETING ACTIONS
During the presentation, the presenter and attendees can interact in different ways.
5.1. Desktop sharing and remote control

Each attendee can, within a Screen Window, see the entire content of presenter's desktop,
including cursor and all opened windows. This enables presenter to e.g. provide live
demonstration of software use.

By default, attendees cannot control the presenter's computer. However, if Allow pointing
option is enabled (it is by default), attendee can point to features in presenter's screen by
left clicking or holding left mouse button and dragging. The presenter will see the pointer and
its owner's alias, so he can provide additional explanations. To remove the pointer, the
attendee should click outside the Screen Window or release left button for at least 5 seconds.
If a more interactive approach is needed (e.g. for training in use of software), attendees can
be allowed to remotely control the presenter's computer. In Participants list, click on
attendee and check Allow control option (or click to crossed arrow next to attendee's alias).
Now the attendee can use their mouse and keyboard to directly control the presenter's
computer (the presenter still has the highest priority regarding mouse control).
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Note that, while in remote control mode, a supervision may be needed to prevent attendee's
access to sensitive/confidential files, dangerous options etc. In Screen sharing widget, the
presenter can select which of the active applications attendees can see and interact with (in

addition, attendees cannot access the Windows Taskbar nor Task Switch, and thus cannot
switch to any minimized application).
If needed (e.g. to prepare for the next segment of the lecture), the presenter can pause the

broadcast — attendees will see the last screen before the pausing.

If needed, the entire session can be recorded. Prior to recording, the presenter should set
the directory where the recordings will be stored (e.g. My Documents / My Videos) using
option Extras / Options... / Advanced / TeamViewer options / Session recording directory in

the main menu. Recording is started by selecting Screen Sharing / Options (gear icon) / Record

meeting / Start recording in TeamViewer Panel. Attendees will have to give their approval

before the recording starts. The presenter can review the recording by using Extras / Play or

convert recorded sessions... in the main menu, and convert the original .tvs file into a format

that participants can open (.avi).
5.2. Direct communication

In addition to desktop sharing, the communication between participants is also possible via
voice and video.

To enable voice communication, the speaker should just unmute the microphone by
selecting the appropriate option in Audio widget of TeamViewer Panel. Likewise, to enable
webcam, the appropriate option should be selected in Video widget.
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5.3. Chat

Participants can also communicate via instant messaging. Any messages (e.g. textual
explanations, links to websites, data) typed into Chat widget of TeamViewer Panel will be
displayed to all participants, together with sender's alias.

TeamViewer x

Free license [non-commercial
use only)

m O % E Y«

» ¥ Participants (2) £ 28

m38-504-106 ' L

lei] ordcdejan (Presenter)

|1 student1 & %
b Audio

b Screen sharing

b Video - studentl

¥
#*
#*
» Whiteboard W off | 4%~
» File box *

#*

¥ Chat =

beétljng‘-
studentl (14:38):
testing

5.4. Whiteboard
The presenter, and any attendee with Allow drawing option checked, can use hand-drawn
screen annotations accessible via Whiteboard widget of TeamViewer Panel.

The presenter enables/disables the whiteboard by using on/off switch in the Whiteboard

widget. When enabled, several tools become available: Pen (for drawing freehand lines),
-~ |
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Highlighter (for drawing freehand wide transparent lines, akin to felt-tip highlighter), Eraser
(for erasing drawn annotations), Rectangle and Ellipse (for drawing geometric shapes), Text
and Speech balloon (for adding textual annotations — free and in comic book speech
balloons).

Additionally, the presenter can erase all annotations (using Clear button) or save an
annotated screenshot (using Save button). Disabling the whiteboard (off switch) hides all
annotations but does not delete them.

TeamViewer x

Free license (non-commercial
use only)

m O % E Y «

» ¥ Participants (2) v
m38-504-106 b 1.
| &L | orcicdejan (Presenter)
|1 student1 & ¥
b Audio -
b Screen sharing e~
b Video - studentl e~
¥ Whiteboard u] off | #-

h ££ 2 H <O a G
Save Clear

» File box -

b Chat -

5.5, File sharing

Each participant can share files with other participants by using File box widget in
TeamViewer Panel. Simply drag and drop the file into the box, or use [+] button to select a
file (from computer or cloud storage). The receiving participant can afterwards download the
shared file from the widget.

TeamViewer

Free license (non-commercial

use only)

m OB E Y«

» ¥ Participants (2) -

m38-504-106 o' 2o

Ir‘il orcicdejan (Presenter)

| student1 \!} )-4
b Audio Lo
» Screen sharing #-
P Video - studentl Lo
» Whiteboard u| off | %~
¥ File box B~

Fric screenshot.png
118.38 kB - File from orcicdejan

Drop files here to share +
*

b Chat
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6. SETTING UP FULL REMOTE ACCESS

While "Meeting" is better option for events such as workshops or student lab exercises, that
require high level of control over access privileges, experienced researchers that need to use
instruments belonging to remote institution, or to remotely use their own instruments,
should use "Remote Control" option.

Remote Control mode enables any user running TeamViewer (hereby called the User) to
access and fully control the remote device (hereby called the Remote Computer), also
running TeamViewer.

When TeamViewer is started, the main window is displayed, with two important fields in
Allow Remote Control area. YourlD field contains the unique ID (akin to phone number)
assigned to the Remote Computer. The ID is generated the first time TeamViewer is started,
and remains constant for that device. Password is a temporary password, that is generated

each time TeamViewer is started.

==

Connection  Extras Help Feedback

«?* Remote Control 4% IV

Allow Remote Control Control Remote Computer

Partner ID
966 916 019
588459512
139azx

Password options o Rermote cortrol
Unattended Acce%s—j

Fils transfer

Connect to partner

Free license (non-commercial use only) - Dejan

) orC|:ch:t:aJan %

g

@ Readyto connect (secure connection)

For a one-time remote access, the User should be supplied (via phone/e-mail) with Remote
Computer ID and password. The password is generated each time Windows is started, thus
preventing the User from unauthorized access. Additionally, the password can be reset
manually by hovering over password field and selecting O / Create New Random Password.

In addition, a permanent password can be defined, so that the User can access the Remote
Computer whenever it is on. To do so, the Remote Computer should be set that TeamViewer
starts with Windows (using Extras / Options... / General / Start TeamViewer with Windows),

and password for unattended access should be set (using Extras / Options... / Security /
Personal password (for unattended access)). The password can subsequently be forwarded
to all trusted users, and will not change. Keep in mind that providing anyone with ID and

personal password will provide them full control over the host computer and access to all
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files! The password displayed in TeamViewer main window can still be used for granting one-
time access privileges to other users.

7. USING FULL REMOTE ACCESS

To access the Remote Computer, simply enter its ID in Partner ID field in Control Remote

Computer area and click Connect to partner.

(T Teamviewer T e

Connection Extras Help Feedback

«* Remote Control 48 Mee

Allow Remote Control Control Remote Computer

966 916 019

139azx
° Remate control

Unattended Acce

() stz Fonrar itk WA e

Partner ID

588

File transfer

Connect to partner

Free license (non-commercial use only) - Dejan

ata flewe

® Ready to connect (secure connection) w{l) orcw_cdejan 3

You will be prompted to enter the password (either temporary password or permanent
password can be used).

Teamviewer Authent |

Please enter the password that is displayed on your
partner's computer,

Password:

A window with the Remote Computer's desktop content (hereby called Screen Window) will
appear. The Remote Computer can now be fully controlled by User's keyboard and mouse.
Note that the Remote Computer's keyboard and mouse remain active; if anyone is physically
using the Remote Computer, there will be conflict over control.
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At the top of Screen Window, a toolbar will be displayed allowing for different actions.

Communicate menu provides various means of communication between the User and
physical user of Remote Computer — chat, video call, internet call and whiteboard.

Files & Extras enables file transfer between the two computers. Open file transfer allows for
bi-directional transfer of one or more files. A file manager appears, allowing selection of
source and target directory. Upon files selection, the User Presses Send> (if the files are
transferred from the User to the Remote Computer) or <Receive (if the direction is opposite).

NETCHEM

|~ File transfer to QQQ (58 =

Local computer

ordicdejan ‘ Lab15_Q0Q

Remote computer

{0 & T | Desktop > | {0 & T a DA Data
E_T_ Tiij Send ) Receive

Mame

1 T

Send selected object(s) to remote computer rize Type

|| poster.ppheink (F11) File folder
I@]PR}\\-‘TILI‘JIK izmene i dopune pojedinih clanova) o izboru, . MassHunter File folder
I@]Primedbe na Pravilnik - AD.doc . Portable software File folder
@]Responseto editor INDCrop.doo . Q0 aplikacije File folder
E Uputstvo za koriscenje korisnickog servisa.pdf | . QQGQ software File folder
E,l%_l validacija xlsx . QQOFirmware File folder
L VueScan.Ink . RECYCLER File folder

* System Volume Infarmation File falder
4 I 4 I

2 object(s) selected 746,43 kB 0 object(s) selected

Job queue Event log

15:20:51: The connection has been established successfully.
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Another method for file transfer is by file box (Files & Extras / Share via file box), analogous

to file sharing in Meeting mode.

Files & Extras / Start session recording enables the User to record a video of the Remote

Computer screen activities. Upon completion of activities, recording should be stopped using
Recording / Stop and save. The recording will be saved on the User's computer, in a directory

previously defined using option Extras / Options... / Advanced / TeamViewer options / Session

recording directory in the main menu. By using Extras / Play or convert recorded sessions... in

the main menu, the recording can be viewed and the original .tvs file converted into a format
that any media player can open (.avi).

8. CREATING PERSONAL ACCOUNT

If the User needs to access the Remote Computer (or, especially, several remote computers)
often, it can be practical to create a personal TeamViewer account that enables, among other
functionalities, creation of address book. This account is not associated to any specific
computer or TeamViewer license, but to the user, and can be used from anywhere.

To create an account, click on Computers & Contacts — Sign in >>> at the bottom of
TeamViewer main window. Computers & Contacts window will appear. Click on Sign Up to
bring up a Create TeamViewer account dialog, and define name, username (a valid e-mail

address) and password. These will be used only to log into your account, and do not allow

any remote access per se. After clicking Next, you can also define ID and permanent password
for accessing this specific computer, but this is not a necessary step. After clicking Finish, an
activation e-mail will be automatically sent to the supplied address; clicking on validation link
in the e-mail will finalize the account creation

Create TeamViewer account

Connect If you have a TeamViewer account you can add this computer to
the list of your computers. In your computer st you wil see If
this computer is onfine and connect to it directly.

&k

@) Create a free TeamViewer account

I aready have a TeamViewer account

Your name
E-mail / username
Password

Confirm password

Subscribe to our free newsletter

[ Next> | [ cancel |

Free license (non-commercial use only) - Dejar

Computers & Contacts
n P!

Ready to connect (secure connection
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To use the account, log in using Computers & Contacts window. To add new contacts to the
list, click on Add remote computer and enter the required data — TeamViewer ID (Remote
Computer's unique ID), Password (permanent password, not the temporary one), Alias (some
informative name for Remote Computer, that will show up in contacts list) and, if needed,
Group (if there is a need for organizing large number of contacts).

[ =)

— —
E C‘Dmputers & Contacts

lIll orcicdejan v

E-

.- (] Properties
My Computers
M 00
Offline (2)

TeamViewer ID Password

Group
My Computers

Description

<:'1:; Mearby contacts and devices

g Add this computer

Q Add remote computer

L. ndd contact

I 4dd new group

All the entered contacts will be displayed in the Computers & Contacts list, and marked (by
icon) as online or offline. By double clicking at contact name, a remote access session can be
directly started, without need for entering ID and password.

NETCHEM 24



